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Executive Summary

The Grid Is Becoming a Cyber-
Physical System

The electric power sector is undergoing a fundamental transformation. DERs ,
advanced inverters, battery energy storage systems, microgrids, EVs, and virtual
power plants , are becoming interconnected cyber-physical resources that
exchange operational data and respond to utility control signals in real time.

What IEEE 1547-2018 Does What It Does Not Do
Defines what a DER can technically Clause 10.9 explicitly states the
do: grid-support functions, standard does not mandate
monitoring, configuration, and cybersecurity requirements at the
information exchange. DER interface.

The Gap Filler

IEEE 1547.3-2023 is the designated cybersecurity companion guide, organized

around the NIST Cybersecurity Framework.
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Introduction: From Passive Generation to Active Grid

Participants

Historically, DER interconnection reviews focused on thermal loading,
voltage regulation, protection coordination, hosting capacity, fault
current contributions, and power quality. These assessments remain
essential. But the rapid deployment of advanced inverter-based
resources, BESS, microgrids, EV infrastructure, and VPPs is
transforming DERs from passive generation assets into actively
managed cyber-physical components of the electric grid.

Under IEEE 1547-2018, DERs are equipped with advanced grid-support
functions and interoperability capabilities enabling communication with
utility OT environments, SCADA systems, DERMS, ADMS, telemetry
platforms, and other grid operational architectures.

This presentation’s scope applies throughout: the
cybersecurity, OT, telemetry governance, DERMS integration,
and cyber-physical risk management considerations extend
beyond the traditional scope of Formal Case No. 1050 and are
intended to support future stakeholder engagement, not
prescribe requirements within the current proceeding.

Interconnection frameworks are therefore becoming gateways not
only for power flow integration but also for operational data
exchange, remote visibility, monitoring, control, and system
coordination.
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IEEE 1547-2018: From Electrical
Interconnection to Cyber-Physical Integration

IEEE 1547-2018's Clause 10, "Interoperability, information exchange, information models, and protocols," is where
the standard moves beyond electrical performance to define how a DER communicates, is monitored, and is
configured. Clause 10.2 organizes exchangeable information into four categories with direct cybersecurity
relevance:

Nameplate

Read-only device identification data

Configuration

Read or write, a writable control channel

Monitoring

Read-only telemetry stream

Management

Read or write , operational command channel

This four-category structure is the standard's own answer to a cybersecurity-relevant question: which data streams
are read-only telemetry and which are writable control channels that, if compromised, could change DER
behavior.




IEEE 1547.3-2023: The Six Technical Recommendation Categories

IEEE 1547.3-2023 Clause 5 organizes its technical guidance into six categories, each with a two-tier recommendation structure , a base tier for every installation and an enhanced tier for higher-
security-context deployments , allowing cybersecurity expectations to scale with DER size or criticality.

Table 1. Six-category structure

Risk Assessment (RA)

1 Cross-organizational risk assessment spanning DER owner, integrator, aggregator, and utility
Network Engineering (NE)

2 Segmentation and security boundaries between DER, aggregator, and utility OT
Access Control (AC)

3 Identity, credential management, least privilege, logged remote access
Data Security (DS)

4 Protection of data, firmware, and settings at rest and in transit
Security Management (SM)

S Asset inventory and classification by criticality

6 Coping & Recovery

Incident response roles, reporting, forensic analysis, and restoration



Eleven-Role Stakeholder Responsibility Matrix

IEEE 1547.3-2023 Annex F assigns cybersecurity responsibility across eleven defined stakeholder roles rather than treating DERMS and aggregator governance
as a single undifferentiated category.
Table 2. Stakeholder Responsibility Matrix: 11 Operational Role Categories Derived from IEEE 1547.3-2023 Annex F

Primary Accountability ;Z:e;snesci;;}';y Command / Override Authority|

Secure-by-design

Device design and firmware engineering, vulnerability None

disclosure, SBOM

Secure configuration at

Commissioning installation, credential None post-commissioning
provisioning

Cybersecurity test

execution distinct from |IEEE

Role (IEEE 1547.3-2023 Annex F)

DER manufacturer

Integrator / installer

ing enti ——
esting entity Conformance verification 15471 conformance None
testing
Physical security,
[DER user (facility owner) Asset ownership authorized access, prompt Local operational control
patching
OT segmentation
o . . ) -~ Grid-support settings within
DER user (utility operator) Grid operations authenticated interfaces, ‘I‘ upp Ings withi
o utility-approved bounds
monitoring
Aggregator platform . P~
. . & .g . Dispatch within contracted
DER user (aggregator) Portfolio coordination security, contractual
. parameters
cybersecurity terms
o . . Secure protocol
Facility ICT configuration L ) 9 . o
Communications setup implementation, certificate None
developer B
issuance
ecurity managers Governance oversight Policy, incident response  Escalation and isolation
Y 8 e coordination, audit authority
. . Logged, authorized None outside authorized work
Maintenance personnel Ongoing upkeep A
maintenance access orders

Immediate containment
during an active event
Forensic analysis, root-
Post-event restoration cause reporting, Restoration authorization
restoration verification

Operator (coping action) Real-time event response Emergency isolation authority

or (recovery/analysis)
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Cyber-Physical Risk Management:
Seven Risk Categories

As DERs become increasingly interconnected through communications networks, telemetry platforms,
DERMS architectures, and cloud-based systems, cybersecurity events may create direct
consequences for electric system operations , distinct from traditional IT environments where breach
consequences are primarily informational.

O

791

Unauthorized Disconnection

Coordinated disconnection of aggregated DERs could affect feeder loading, voltage profiles,
and system operations.

Inverter Settings Manipulation

Unauthorized modification of Volt-VAR, Volt-Watt, ride-through, or export management
settings alters expected DER behavior.

False Telemetry Injection

Manipulated or compromised telemetry could affect DERMS operational decision-making and
reduce system visibility.

DERMS Command Compromise

Integrity of operational commands across multi-feeder DERMS platforms requires
authenticated, auditable command pathways.



Documented Real-World Precedent: SUN:DOWN (2025)

46

New vulnerabilities disclosed across three leading solar
inverter vendors , Sungrow, Growatt, and SMA , by Forescout

Vedere Labs in March 2025

80%

High/Critical

Of all solar vulnerabilities
disclosed in the prior three
years

30%

Maximum CVSS

Received the highest possible
severity score

What Was Found

The "SUN:DOWN: Destabilizing the Grid via Orchestrated Exploitation of Solar
Power Systems" research disclosed vulnerabilities including:

+ Remote code execution on inverter hardware

o Authentication bypass at device and platform level

o Cloud-platform account takeover enabling inverter on/off control and
output manipulation

» Insecure direct object reference in aggregator cloud APIs allowing
unauthorized access to connected inverter controls

Separately, 2026 reporting documented undisclosed communication modules
found in certain imported solar inverters , directly substantiating the supply-
chain risk in Section 3.6.

/A These risks are documented and current, not solely hypothetical or
prospective.



Qualitative Risk Matrix

The following risk matrix summarizes the seven risk categories identified in 3, informed by the documented SUN:DOWN precedent. Likelihood and impact
are assessed qualitatively based on current deployment conditions in the District.

Table 3. Qualitative Risk Matrix
Risk Category
Unauthorized DER disconnection

Coordinated inverter settings manipulation

False telemetry injection
DERMS command pathway compromise

Communications disruption / visibility loss

Supply chain and vendor risk

Reliability / resilience / energy assurance

Likelihood
Medium

Medium

Medium
Low-Medium

Medium-High

Medium-High

Low (today), rising

Impact
Medium-High (aggregate)

High

Medium-High
High

Medium

High

High

Primary Mitigation Layer
Access control, network segmentation

Settings governance, secure firmware, secure
boot

Data integrity validation, anomaly detection
Zero Trust access, API security, segmentation
Fail-safe modes, autonomous fallback

SBOM, Secure-by-Design procurement,
vendor risk mgmt

Defense in Depth across all layers
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o The energy tran5|t|oQ |‘s also
il a cybersecurity transition.
: As advanced inverters,

Global Cybgrsecurl ‘ , i DERMS, distributed energy
Outlook 2026 | amtl

| , | resources, storage, and
'NS'G“Q;‘E i P . | intelligent grid controls
JANUARY 2026 "

become interconnected,
cybersecurity becomes
inseparable from reliability.
The future grid must be
designed not only to be
cleaner and smarter, but
also secure, resilient, and
capable of maintaining
critical operations under

~ | evolving cyber threats. : e "y
Dr. Laura A. Ward representing DOEE in a Grid Cybersecurity Briefing
From Global Cybersecurity Priorities to District Action: DOEE's Grid Modernization Efforts to the DC Public Service Commission
Pictured: Thomas Bartholomew and Laura A. Ward, Ph.D., during DOEE grid modernization and
cybersecurity stakeholder engagement.

Photo credit: Thomas Bartholomew and Laura A. Ward

WEF Global Cybersecurity Outlook 2026
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Regulatory Context: Formal Case No. 1050 and the Dlstrlct's DER

Commitments
Formal Case No. 1050

Active DCPSC investigation into interconnection standards. Order
No. 22745 (Nov. 2025) established a Temporary Conditional
Interconnection Program and directed Pepco to file quarterly
equipment procurement plans beginning January 1, 2026.

DOEE Battery Storage RFI

DOEE's July 2026 RFI on commercial-scale distributed battery
storage provides a near-term, concrete opportunity to apply
Secure-by-Design and SBOM procurement criteria.

Local Solar Expansion Act of 2022

Establishes a 15% local solar generation target by 2041, driving
sustained DER deployment on District distribution feeders and
increasing cyber-physical interdependence.

From Interconnection Compliance to Operational
Cybersecurity

DOEE expanded the PSC discussion beyond safe
DER interconnection to a broader grid-
modernization challenge: ensuring that thousands
of interconnected and remotely controllable DERs
can be securely monitored, coordinated, and
operated throughout their lifecycle.

DOEE's work therefore connects the District's
implementation of IEEE 1547-2018 with the
emerging operational considerations addressed by
IEEE 1547.3-2023, NIST CSF 2.0, NIST SP 800-82,
IEC 62443, IEC 62351, IEEE 2030.5, and DNP3
Secure Authentication.

FERC Order 2222

Requires PJM to allow DER aggregations in wholesale markets.
Aggregators in PJM are already subject to registration and
performance requirements , a starting point for District-specific
cybersecurity governance, not a substitute for it.



Utility vs. Customer: Making the Responsibility Split
Explicit

Pepco / Utility Operator Side Customer / Aggregator Side
Under the IEEE 1547.3-2023 Annex F framework, Pepco's Under the same framework, "DER user (facility owner)" and "DER
responsibilities as the "DER user (utility operator)" include: user (aggregator)" responsibilities include:

CI |Ck here IE E E 1547.3'2023 « Device physical security and authorized access controls
o SCADA and DERMS platform security e Prompt patching and firmware lifecycle management
e OT network segmentation from DER communications o Aggregator platform security and contractual cybersecurity terms
e Authenticated command pathways to and from DERs o Compliance with dispatch authority limits

* Monitoring and anomaly detection across the operational
environment

Under current District interconnection procedures, this division of responsibility is implicit rather than documented. A future framework
would benefit from stating it explicitly so that neither side operates under an assumption that the other bears primary responsibility for a
given control.


https://drive.google.com/file/d/1-NXZLuucPdkIO9vNMiScoEZ7mFpheax_/view?usp=drive_link
https://drive.google.com/file/d/1-NXZLuucPdkIO9vNMiScoEZ7mFpheax_/view?usp=drive_link
https://drive.google.com/file/d/1-NXZLuucPdkIO9vNMiScoEZ7mFpheax_/view?usp=drive_link
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Cybersecurity Governance Framework: Trust-Zone

Architecture

IEC 62443 introduces security zones and conduits that establish trust boundaries between interconnected systems. The following architecture
represents a District DER deployment from the customer-owned device through aggregator and DERMS platforms to utility OT/SCADA.

Table 4. Trust-Zone Architecture

Trust Zone

Customer / DER Zone

Aggregator / VPP Zone

DERMS / ADMS Zone

Utility OT / SCADA Zone

Representative Assets

Inverter, BESS controller, local DER communication
interface (IEEE 1547-2018 Clause 10.1)

Aggregator platform, cloud dispatch service, third-
party APIs

DERMS application, telemetry historian, forecasting
engine

SCADA, protection and control systems, grid-forming
inverter coordination

Boundary Control

Device-level authentication, secure boot, local
firewall

API security, certificate-based authentication,
contractual cybersecurity terms

IEC 62443 zones and conduits, Zero Trust
access, SBOM-verified software

Physical and logical segmentation from all
zones above; DMZ-brokered communications



Zero Trust, Authentication, and Access Control

A Zero Trust Architecture , in which no device, user, or platform is implicitly trusted
regardless of network location and every operational command is authenticated and
authorized individually , is a natural organizing principle for the multi-party DER
environment.

No single utility network perimeter can reasonably be trusted to separate authorized
aggregator commands from unauthorized ones, since aggregators, DERMS platforms,
and DER devices all sit, by design, outside the utility's traditional OT perimeter.

— Certificate-Based — Role-Based Access
Authentication Controls
Required for all DER operational Applied under Zero Trust
communications interfaces principles, not implicit network-

location trust

— Continuous Command Verification

Operational authorization continuously verified rather than granted once at
connection time



Inverter Settings Governance, Firmware, and Secure Boot

Advanced inverter technologies increasingly support configurable functions directly influencing distribution system performance. Governance
mechanisms are needed for configuration management, settings validation, firmware updates, and operational accountability , informed directly by
the settings-manipulation vulnerabilities documented in the SUN:DOWN research.

Configuration Management

Formal procedures governing post-
interconnection modifications to Volt-
VAR, Volt-Watt, ride-through, and export
management settings. Utility notification
required for parameter changes affecting
IEEE 1547-2018 grid-support functions.

Secure Boot & Firmware
Integrity

Secure boot verifies that inverter and
DERMS-gateway firmware has not been
tampered with before execution. Signed
firmware update packages and rollback
protection are baseline expectations for
new advanced inverter procurement.

Settings Validation & Auditability

Validation processes confirm
measurement accuracy, data
completeness, and operational
availability. Audit trails of firmware
versions, configuration changes, and
command histories support disturbance
analysis and cybersecurity investigations.
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API Security, DERMS Governance, and Aggregator
Command Authority

Future DERMS-enabled environments involve increasingly complex operational relationships mediated in practice through
application programming interfaces (APIs) connecting aggregator platforms, DERMS applications, and utility systems. The
SUN:DOWN research documented insecure direct object reference vulnerabilities in aggregator cloud APIs that allowed
unauthorized access to connected inverter controls , making API security a direct technical requirement, not a separate IT
concern.

API Authentication
Authenticated, rate-limited endpoints for all DERMS/aggregator/utility interfaces

Input Validation
Prevent injection of malformed commands at every API boundary

o

API-Level Logging
Distinct from application-level logging to support forensic analysis

o

Contractual Accountability
Cybersecurity responsibilities explicitly allocated in aggregator agreements, consistent with FERC Order 2222



Secure-by-Design and Supply Chain / SBOM Governance

Secure-by-Design, formalized in CISA's 2023 pledge program, holds that
manufacturers should build security into products by default rather than
treating it as a customer-configured add-on. For the District's interconnection
process, this translates into a preference , over time , for advanced inverters
and DERMS gateways procured from manufacturers that:

e Publish a Software Bill of Materials (SBOM) disclosing third-party software
components embedded in device firmware

e Participate in coordinated vulnerability disclosure programs

o Ship with secure defaults: no default credentials, encrypted
communications enabled out of the box

e Maintain a documented patch cadence and disclosure history available for
pre-procurement evaluation

SBOM Vendor Risk
Transparency Management

Full software component Evaluate patch cadence
visibility before and disclosure history as
procurement decisions procurement criteria
Secure Defaults

Security features active out of the box, not installer-
enabled add-ons



Defense in Depth: The Integrating Principle

No single control , secure communications, segmentation, Zero Trust access,
secure boot, logging, incident response, API security, or Secure-by-Design
procurement , is sufficient in isolation. Defense in Depth layers

independent controls so that the failure of any single layer does not result in a
complete compromise.

Access & Governance

® Zero Trust, MFA, logging, IR,
SBOM

Network
Segmentation

IEC 62443 zones and trust
boundaries . .
Device Security

Secure boot and signed
firmware

This is the structural argument for treating cybersecurity as foundational infrastructure , comparable
to protection systems and voltage regulation equipment, rather than a checklist applied at any single
point in the DER lifecycle. A compromised inverter should be contained by segmentation even if secure
boot is bypassed; a compromised aggregator API should be contained by DERMS-side Zero Trust even
if the aggregator's own authentication fails.
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Telemetry Integrity and Operational Data Validation

Due to Telemetry's Critical Role in Grid Operations

Recommendation: Evaluate Vendor Concentration Risk for

Critical Telemetry Infrastructure Key Validation Requirements

Telemetry serves as the operational bridge between distributed energy e Data Integrity Validation
resources (DERs) and utility decision-making, supporting monitoring, situational
awareness, export management, forecasting, voltage management, DER
coordination, and operational planning. Because reliable utility operations
depend on the integrity, availability, and timeliness of telemetry data, DOEE
recommends periodically evaluating vendor concentration risk associated with devices
critical telemetry infrastructure.

Anomaly detection and cross-validation to identify false data
injection or erroneous telemetry from thousands of interconnected

Where operationally and economically appropriate, PHI/Pepco may consider
strategies that reduce dependency on a single technology provider by promoting
interoperability, standards-based communications, and the ability to integrate
solutions from multiple qualified vendors. A diversified and interoperable vendor
ecosystem can enhance operational resilience, reduce single points of failure, analysis, and interoperability verification
improve supply chain flexibility, and strengthen long-term cybersecurity while

preserving system reliability and maintainability.

e Time Synchronization

Accurate timestamps support event reconstruction, disturbance

. . . . ¢ Quality Assurance Processes
Consistent with NIST Cybersecurity Framework (CSF 2.0) and supply chain

cybersecurity best practices, periodic assessments of vendor concentration
risk can help ensure that future DERMS, telemetry, and advanced
distribution system capabilities remain resilient, adaptable, and secure accuracy, data completeness, and performance consistency
throughout their operational lifecycle.

Verification of communications functionality, measurement
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Conclusions: Three Near-Term Next Steps

The District's own regulatory and procurement activity already provides concrete, near-term opportunities to apply the IEEE 1547-2018 / IEEE 1547.3-2023

governance structure rather than waiting for a future proceeding.

&

Step 1: Reference the Standards
Structure Directly

DOEE and the Commission could reference
Table 1's six-category structure and Table 2's
nine-role stakeholder matrix when scoping
any future cybersecurity-focused technical
conference under Formal Case No. 1050 or a
successor docket , organizing discussion
around IEEE 1547.3-2023's existing structure
rather than building from a blank page.

Step 2: Fold Secure-by-Design Into
Procurement

Any forthcoming procurement guidance
connected to DOEE's distributed battery
storage RFI could reference the Secure-by-
Design and SBOM expectations in Section 5.9
as explicit evaluation criteria for manufacturer
selection.

.2

Step 3: Pilot the Responsibility Split
Informally

The utility-owned versus customer-owned
responsibility split proposed in Section 4.5
could be piloted informally through
stakeholder discussion questions before any
formal rulemaking is considered , testing the
framework's practicality at low regulatory
cost.



Future High-DER Operating Environments

High-DER feeders, resilience hubs, grid-forming inverters, VPPs, DERMS-integrated systems, and Al-enabled grid operations are where these

considerations become most concrete for the District specifically.

High-DER Feeders

Distribution circuits experiencing
increasing penetration of rooftop
solar, CREFs under Rulemaking
40, BESS, and EV infrastructure ,
driving bidirectional power flow
and hosting capacity constraints.

Resilience Hubs

Strategically located community
facilities capable of maintaining
critical services during prolonged
grid disruptions , incorporating
solar, storage, advanced controls,
and microgrid capabilities.

Grid-Forming Inverters

Capable of establishing voltage
and frequency references,
supporting black-start
functionality, and maintaining
stable operation in weak-grid or
island conditions for advanced
microgrids.

Virtual Power Plants

Aggregating rooftop solar, BESS,
EVs, and demand response into
coordinated portfolios supporting
peak demand reduction, capacity
needs, resilience, and system
flexibility under FERC Order 2222.



Key Takeaways for Stakeholders

Standards Are Available Now

IEEE 1547-2018 and IEEE 1547.3-2023 together define a complete
but currently under-utilized structure for District DER cybersecurity
governance. The framework does not need to be invented; it needs
to be applied.

Regulatory Hooks Exist Today

Formal Case No. 1050 (Order No. 22745), the 15%-by-2041 solar
target, and DOEE's battery storage RFI provide near-term, concrete
opportunities to embed cybersecurity expectations before DER
deployment scales further.

Risks Are Documented, Not Hypothetical

The SUN:DOWN disclosures (46 vulnerabilities, March 2025) and
reported undisclosed hardware in imported inverters confirm that
DER cybersecurity governance addresses a current, verified threat
environment.

Responsibility Must Be Explicit

The utility/customer/aggregator responsibility split is currently
implicit. Making it explicit , consistent with IEEE 1547.3-2023 Annex
F, is a low-cost, high-value governance improvement achievable
before formal rulemaking.
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